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digital self-determination as research object
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digital self-determination as research object

1. With which existing theoretical concept can

a) digital self-determination be precisely conceptualized?
b) Empirical evidence systematically located in relation to their 
meaning for digital self-determination?

2. What is the attitude of internet users towards their digital self-
determination?
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digital self-determination as research object

• includes a look at connected linguistic instances like 

• "self"
• "autonomy"
• "identity" 

which converge in the notion of "personal identity" and are of 
interest, when talking about self-determination in general. 

• digital self-determination  is conceptualized  via general concept 
of self determination: 
• the former is in some sense a use case, or a specific version 

of the latter
• everything that goes for the general, goes for the specific
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digital self-determination as research object

Competence

Action Know How

Values

Posssibility 

of choice

Voluntariness

Will forming
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digital self-determination as research object

A well thought out concept of digital self-determination 
Enables the forming of empirical preconditions  (hypothetically)  
about the presumptions 

 which are entailed in the conceptual components. 

It also allows for an assignment of causally effective direct and 
indirect factors.
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digital self-determination as research object
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digital self-determination as research object

Outcomes: 

• No unified notion of digital self-determination
• Single analysis are useful and interesting

• → but there is a danger of  losing sight of it as 
• unified research object, 
• well as ethical, legal and politically desirable aim

Definiton:
The concrete enfolding of a human personality, or the 
possibility of realization of respectively own designs to act and 
decisions to act, as far as this concerns the conscious or 
intentional use of digital media 
Or as far as it is dependent on the existence or funcitonality of 
digital media. 
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Personal identity & digital identity 
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Personal identity & digital identity 
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Digital Self. Determining autonomy. Personal identifiers.

personal identity
ontological questions
psychological theories, philosophical theories and all kinds of 
human interested arts and science approaches.

Digital Identity → Verfication

Personal identity & digital identity 
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digital self-determination as research object
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"analog self-determination" & "digital self-determination”
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Identity data management
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Identity data management

Where exactly are we talking about, who are the data, and which 
players are analysed?

The second part is concerned with the argumentation for practical 
approaches to a problematised account of digital-self 
determination. Namely, this is the problem of users not being in 
control of their own data.

This presentation will focus on the example of identity data not 
being controlled by the user it belongs to. It also comments on the 
problematic consequences arising from this lack of control, in 
specific circumstances. For example, the distribution of identity 
data in the internet without a handle on it.
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• Digital Identity Guidelines (NIST)
• Digital Identification and Authentication Council 

of Canada
• Technical Standards for Digital Identity Systems 

for Digital Identity (World Bank Group)
• Digital Inclusion through Trust and Agency 

(IEEE)
• ID2020
• ISO/NP TR 23246 – Overview of identity 

management using blockchain and distributed 
ledger technologies

Identity data management
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Identity data management
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Identity data management
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Identity data management: ID 2020
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Complexity issues
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Complexity issues: Perspectives

• Who has/ should have control over whom´s data?
• How is this control conceptually implemented or realised?
• In what context is control being taken away/ gained?
• Which circumstances of the individual are part of this context?
• Which technologies are being suggested/ promoted/ made 

available to (re-)gain control
• Why should control be granted or taken away?
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Complexity issues: Perspectives

https://id2020.org/manifesto
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Complexity issues: Perspectives

• The question "How can we mend the problem of a lack of 
control on our identity data?" fails to take into account the user 
differences, because the question, thusly formulated, asks for a 
universal solution.

• The question "Which user groups need which degree of 
autonomy?" fails to address the notion of equal chances and 
possibilities, that is ideologically fundamental.

• The question "Why should we use blockchain for identification 
verification purposes?" fails to address the issue of whether 
something like identification verification is needed, in the first 
place, and for what.
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Complexity issues: Reasons buried in tech talk

Many sources of information for technologies which can be used, 
(lets call them) 'arguments' are made on the side, which justify the 
reasons why this technology is explained. Those are almost never 
properly situated in theoretical frameworks, seldomly introduced 
and often barely recognisable - the more the learner or thinker 
pays attention to the technological explanations, the less time and 
capacity is left to question the reasons for implementation.

The same goes for political explanations of taking responsibility 
and ethical and security demands seriously, while paving the way 
for implantations of biometrical chips.
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Different users

Digital natives:

• interact seamlessly
• are born into a world in which interaction with technology is an 

integral part of life
• The App Generation

• 3 aspects of the lifes of youngs pepople that are most affected 
by digital technology: 

• their sense of identity, 
• capacity for intimate relations and 
• imaginative powers.
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Different users

Digital immigrants: 
• adapt  to  their  environment,
• always  retain, to  some  degree,  their  "accent,"  that  is,  their  

foot in the past
• The “digital immigrant accent” can be seen in such things as 

turning to the Internet for information second rather than first
• in reading the manual for a program rather than assuming that 

the program itself  will  teach  us  to  use  it
• printing out your email (or having your secretary print it out for 

you –an even “thicker” accent)
• bringing  people  physically  into  your  office  to  see  an 

interesting web site (rather than just sending them the URL)
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Different users
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decentralisation vs. data cockpit

One tries to diversify
-

the other tries to collect and 
centralise identity data
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Conclusion:

The conclusion of the presentation estimates that one of the 
solution proposals has a better chance of success than the other. 
The criteria for this success estimation, here, is realism - a try to 
estimate how realistic the success, in light of the complexity of the 
topic, actually is.
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Sources:

• https://identity-economy.de/standards-und-initiativen-digital-identity
• https://identity-economy.de/id2020-in-der-kritik
• https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-3.pdf
• https://gdpr.eu
• https://www.wired.co.uk/article/what-is-gdpr-uk-eu-legislation-compliance-

summary-fines-2018
• https://www.ipd.kit.edu/~buchmann/11SS-Datenschutz/02-

Digitale%20Identitaet.pdf
• https://ceres.uni-koeln.de/fileadmin/user_upload/Bilder/Dokumente/ceres-

Digitale_Selbstbestimmung_2.pdf
• https://psychcentral.com/blog/digital-self-a-third-type-of-self-representation/
• http://ide.mit.edu/news-blog/blog/digital-identity-key-privacy-and-security-digital-

world
• https://marcprensky.com/writing/Prensky%20-

%20Digital%20Natives,%20Digital%20Immigrants%20-%20Part1.pdf

https://identity-economy.de/standards-und-initiativen-digital-identity
https://identity-economy.de/id2020-in-der-kritik
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-3.pdf
https://gdpr.eu/
https://www.wired.co.uk/article/what-is-gdpr-uk-eu-legislation-compliance-summary-fines-2018
https://www.wired.co.uk/article/what-is-gdpr-uk-eu-legislation-compliance-summary-fines-2018
https://www.ipd.kit.edu/~buchmann/11SS-Datenschutz/02-Digitale%20Identitaet.pdf
https://www.ipd.kit.edu/~buchmann/11SS-Datenschutz/02-Digitale%20Identitaet.pdf
https://ceres.uni-koeln.de/fileadmin/user_upload/Bilder/Dokumente/ceres-Digitale_Selbstbestimmung_2.pdf
https://ceres.uni-koeln.de/fileadmin/user_upload/Bilder/Dokumente/ceres-Digitale_Selbstbestimmung_2.pdf
http://ide.mit.edu/news-blog/blog/digital-identity-key-privacy-and-security-digital-world
http://ide.mit.edu/news-blog/blog/digital-identity-key-privacy-and-security-digital-world
https://marcprensky.com/writing/Prensky%20-%20Digital%20Natives,%20Digital%20Immigrants%20-%20Part1.pdf
https://marcprensky.com/writing/Prensky%20-%20Digital%20Natives,%20Digital%20Immigrants%20-%20Part1.pdf
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